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DATA SHARING AGREEMENT 
Service Insights on MealConnect



This agreement establishes the terms and conditions under which ________________________ [Partner Agency] and Second Harvest Food Bank of Middle TN can acquire and use data from the other party. Either party may be a provider of data to the other, or a recipient of data from the other.

I. PURPOSE AND DESCRIPTION OF DATA

Client data, including personal information, demographics, service history and employment status of the respondent and/or household members will be collected and stored in Service Insights on MealConnect, a secure, shared web-based database. The data will be used for research and/or analytical purposes and to determine eligibility for additional programs or services as desired by the respondent. As a result of collecting and analyzing the data, both organizations will improve service offerings and operational efficiencies.  The expectation is for the Partner Agency to input all client service data into Service Insights on MealConnect, maintaining clean and accurate data as much as possible.


II. INTENDED USE AND CONSTRAINTS ON USE OF DATA

This agreement represents and warrants further that, except as authorized in writing, the data covered by this agreement shall not be disclosed, released, revealed, showed, sold, rented, leased, loaned, or otherwise become available to any unauthorized person. Access to the data covered by this agreement shall be limited to the minimum number of individuals necessary to achieve the purpose stated in this agreement. Any individual with access to collect and/or use the data covered by this agreement will sign a Confidentiality Agreement to that effect.

Summary results can be shared. Summary results are those items which cannot be used to identify any individual. It should be noted that the stripping of an individual’s name or individual identification number does not preclude the identification of that individual, and therefore is not sufficient to protect the confidentiality of individual data.

III. SECURITY AND CONFIDENTIALITY

Each party agrees to establish appropriate administrative and technical safeguards to protect the confidentiality of the data and to prevent unauthorized use or access to it, including, but not limited to, executing confidentiality agreements with each individual user, assigning user accounts with minimum permissions needed to fulfill their role, performing regular audits, and maintaining data quality.

In addition, each party will establish physical safeguards, such as device locks, password-protected devices and internet networks, and, if any confidential data are printed, files will be stored in secured cabinets. The safeguards shall provide a reasonable level and scope of security.

The confidentiality of data pertaining to individuals will be protected as follows:
1. Each party will not publicly release the names of individuals, or information that could be linked to an individual, nor will either party present the results of data analysis (including maps) in any manner that would reveal the identity of individuals.
1. Each party will not release individual addresses, nor will either present the results of data analysis (including maps) in any manner that would reveal individual addresses.
1. Both parties shall comply with all Local, Federal and State laws and regulations governing the confidentiality of the information that is the subject of this Agreement.
1. Any third party granted access to data shall be subject to the terms and conditions of this agreement. Acceptance of these terms must be provided in writing before data will be released.

IV. METHOD OF DATA ACCESS OR TRANSFER

Data will be accessible to both parties through Service Insights on MealConnect’s secure, web-based platform. 

V. DATA SHARING FINANCIAL COSTS 

Data sharing tools via Service Insights on MealConnect will be provided to the Partner Agency free of charge. 



IN WITNESS WHEREOF, both the _________________________ [Partner Agency], through its duly authorized representative, and Second Harvest Food Bank of Middle TN through its duly authorized representative, have hereunto executed this Data Sharing Agreement as of the last date below written.




____________________________________________________________________________________________
Partner Agency Representative   (signature & title)					Date
	

____________________________________________________________________________________________
Nancy Keil										Date
President / CEO

Second Harvest Food Bank of Middle Tennessee
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